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[Beta 96] Enterprise Compliance Auditor

The software solution for dynamic,
cross-system |T auditing

Beta 96 Enterprise Compliance Auditor enables you to detect critical conditions
and events in your IT systems and assures continuous, documented monitoring.

Permanent monitoring of IT security

As IT as a whole continues to gain in significance in all areas of business and
public administration, the consequences of failures and breakdowns can be
ruinous. This means that achieving a high degree of data security and IT protec-
tion is more important than ever before.

Data flood inhibits IT security

Every second of every day, thousands of security messages are being logged by
various IT systems. Needless to say, most IT departments can't cope with the
vast quantities of data that come flooding in on them: it's simply not possible to
collect, compare and analyze data to the extent that would enable the sure
identification of security threats. And you need to know what's happening on all
your systems before you really know what's going on.

Growing stringency of legal requirements

A growing number of national and international laws and regulations place
rigorous demands on IT security and reporting. As a result of these demands,
extensive IT auditing is now imperative. If legal requirements are not met, those
responsible may be faced with personal liability (e.g. under international risk
management laws), may be debarred from the market (e.g. under SOX), or may
encounter difficulties raising credit (e.g. because of Basel I).
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The key features at a glance:
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Graphical mask editor for the
import of unstructured data

Raw data can be imported auto-
matically irrespective of system
or platform

File concatenation: e.g. the config
logs from an entire server farm
can be imported in a single table

Linked analysis and comparison
of several files (cross log file ana-
lysis)

Availability of predefined policies
and individual evaluations

Time-controlled, automatic analy-
ses/batch processing (dynamic
audit)
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Beta 96 Enterprise Compliance Auditor -

your tool for dynamic IT auditing on all systems

Beta 96 Compliance Auditor is a cross-system and cross-platform software
solution that permanently collects and monitors structured and unstructured
data from all types of systems, and provides a homogeneous, all-inclusive
analysis of the data from these systems. Quickly and efficiently, Beta 96
Enterprise Compliance Auditor analyzes system information such as event logs
or config logs, automatically compiles the results as reports and sends them to
the people responsible. This means that Beta 96 Enterprise Compliance Auditor
can be deployed throughout the audit process - from preliminary analysis to
permanent monitoring.

Predefined policies save time and money

Audit policies are audit rules developed by BSI auditors and partners from

trade and commerce. Available for z/0S, Windows, UNIX, 0S/400 and SAP, they
provide the ideal basis for dynamic auditing. Moreover, customized policies can
be created to meet the individual needs of your enterprise, enabling you to map
and enforce internal regulations.
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Real-time notification per text
messaging and email

Auditable archiving of the original
raw data and the audit reports
generated from these data

User administration/authorization
system

Audit results as customized docu-
ments/files

Integrated context sensitive help
system

Integrated hypersonic SQL data-
base

Alternative: Connection to an
external database server

Available with an english or ger-
man Java-based user interface
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Four steps to efficient data analysis

The 4-step method used by Beta 96 Enterprise Compliance Auditor automatically
collects and analyzes the necessary files. All the information needed to do this
constitutes an audit project that can be processed as often as required, also on
a time-controlled basis. There is no limit to the number of projects that can be set

up.

Collection and archiving

As part of an automated process, the Compliance Collector captures logs and
system files from the different system platforms on a regular basis, e.g. daily, and
then puts them at the disposal of the Enterprise Compliance Auditor. Parallel to
this this, raw data can be archived for the purpose of sustained auditing.

Import

After being read in, raw data are converted for further processing in SQL tables.
It goes without saying that structured files (delimiters) can be read in. But the  [5im== == o=

Graphical Mask Editor even allows the import of completely unstructured data. SHE 1 VERARBEITUN _eta

Processing -

Audit regulations (policies) are defined with the help of formula editors, filters and r———————

several files in conjunction with one another. This is the only way of identifying
contradictions and discrepancies that would go unnoticed if only one file were
analyzed at a time.

graphical tools. Cross log file analysis enables the consolidated processing of —— i

Export

This is where the results receive their layout and corporate design before being
forwarded to their designated recipients, for example the executive board, or IT
management, or the works council - as HTML, RTF or PDF documents, or as CSV
or XML. If critical events occur, e.g. unauthorized access to the CEQ user
account, the proper authorities are informed immediately by text message or by
email.
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